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Abstract

We examine the robustness of critical infrastructure networks, specifically aspects
which relate to the network topology. We describe some simulation studies which
identify a number of characteristics that make a network robust in the face of terrorist
attacks, taking link capacity into account. Our simulations utilise a network analysis
package called CAVALIER, which we have developed. Our results confirm the resistance
of scale-free networks to random failures, but not to targeted terrorist attacks. We show
that physical networks, including telecommunications networks, are not scale-free, and
therefore the robustness of other kinds of networks is more relevant to critical
infrastructure. However, terrorist organisations are structured as scale-free networks,
which suggests that they might themselves be vulnerable. We examine the feasibility of
targeting scale-free networks by examining two historical case studies, from the 1* and
14™ centuries.

1. Introduction

Modern technological civilisation is dependent on its critical infrastructure networks:
communication, electrical power, rail, and fuel distribution networks. Failure of any of these
critical infrastructure networks can bring the ordinary activities of work and recreation to a
standstill: schools close, government and businesses are unable to function, medical personnel
cannot treat the sick and injured, and people are left isolated, cold, and in the dark.

This dependence has led to the frequent selection of critical infrastructure networks as
military targets in times of war. In the US Civil War, the rail junction of Chattanooga became
a key military objective, and telegraph networks were also attacked (Dickson, 2001). In the
Second World War, Allied bombers targeted rail, fuel, and electrical power networks in the
German Ruhr. More recently, in the former Yugoslavia, the US Air Force temporarily
disabled electrical power stations by dropping conductive fibres (Jones & Geppert, 2002).
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The same vulnerability that makes critical infrastructure networks attractive as military
targets also makes them targets for terrorist attacks. Terrorist attacks on electrical power
networks, rail networks, and oil pipelines have occurred in Colombia, India, Pakistan, Turkey,
Algeria, and Spain (ICT, 2004).

An important aspect of critical infrastructure networks is their interdependence. Attacks on
the electrical power and communication networks in particular have a “force multiplier”
effect on other services. For example, the terror attacks which destroyed the Twin Towers in
New York City on 11 September 2001 had the side-effect of severely damaging Verizon’s
central telephone switch, and destroying many communication antennas. Police and other
emergency services lost both communications and electrical power (Van Ooyen et al, 2002).

The critical infrastructure networks we have discussed, like all other networks, consist of
nodes (railway stations, pumps, transformers, switches, etc.) and /inks (tracks, pipes, cables,
etc.). Trains, oil or gas, electrical power, and messages flow through the networks, and
importantly each link has a fixed capacity. A single track can only carry only so many railway
carriages per hour, a communication line can carry only so many bits per second, etc.

Redundancy in the network comes from the presence of alternate paths along which traffic
(trains, fuel, electrical power, or messages) can travel. However, if the usual (shorter) path on
which traffic travels is unavailable, and traffic is re-routed along a longer path, the total load
on the network is increased. This in turn can result in further overloaded links and more re-
routing. If this process “snowballs” out of control, the result is a cascading failure of the
network. This is more likely to occur if the overload condition causes the links or the nodes to
fail completely (Motter & Lai, 2002). Cascading failure has occurred several times in the
North American electrical power grid, with major blackouts occurring in March 1989, August
1996, and August 2003. These failures could have been avoided if some load had been shed
instead of being re-routed (Amin, 2001).

In this paper, we examine the robustness of critical infrastructure networks, specifically
aspects which relate to the network topology, rather than other network characteristics, such
as management and control, or physical security. We describe some simulation studies which
identify a number of characteristics that make a network robust in the face of terrorist attacks.
Specifically, networks begin to fail when the number of attacks is equal to the node
connectivity, with the severity of failure dependent on the average degree.

Our simulations utilise a tool suite for analysing, visualising, and simulating networks
called CAVALIER (Dekker, 2001; Dekker, 2003), which we have developed. The
visualisation capabilities of CAVALIER were used to produce the diagrams in this paper.

Scale-free networks (Barabasi, 2002) have been recently introduced into the field of
network theory, and have been found to accurately model a wide range of phenomena,
including social interactions and the logical structure of the Internet. Scale-free networks are
resistant to random failure, but not to targeted terrorist attacks. However, we show that
physical networks, including telecommunications networks, are not scale-free, and therefore
the robustness of other kinds of networks is more relevant to critical infrastructure.

Terrorist organisations, however, are structured as scale-free networks (Sageman, 2004),
which raises the possibility that targeted law-enforcement activities will be able to neutralise
them. We examine two historical cases where such techniques were used: the Cathars in the
14™ century, and the early Christians in the 1% century. In the first case, authorities succeeded
in neutralising the nascent movement, while in the second case they did not. The historical
evidence is thus ambiguous as to whether targeted law-enforcement activities will be
successful, thus indicating that further modelling of terrorist organisations is needed.
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2. Network Farming and Graph Theory

In order to study network-based processes, we use network farming, a technique we have
developed (Dekker, 2004b) as an extension of data farming. Data farming was developed by
Gary Horne for the US Marine Corps (Horne, 1997; Brandstein & Horne, 1998). In network
farming, we study the performance of a complex parameterised process P(N,xi,...,x,),
normally simulated by a computer model (often agent-based). The parameter N here is a
particular network topology, while x,...,x, are numerical parameters. For the study reported
in this paper, the parameters are the number of attacks (which ranged from one to six), and the
style of attack (centralised or random, as described in Section 5).

In order to study the process P(N,xi,...,x,), we must generate a list of different networks N,
as well as choosing values or ranges for the numerical parameters. For the purpose of
analysis, we therefore derive various metrics M;(N),...,M,,(N) for each network N. These
metrics provide a numerical summary of the structure of the networks N. We can then use
statistical and visualisation techniques, to see how performance varies with the parameters
and metrics.

The mathematical discipline of graph theory (Biggs, 1993; Gibbons, 1985) is a natural way
to study network topologies. Graph theory models the topology of a critical infrastructure
network as an (undirected) graph consisting of nodes and links. Graph theory also provides
the metrics necessary for network farming.

If the number of outgoing (or incoming) links of a node is d, then we say that the node has
degree d. For the network as a whole, we can then calculate the minimum, maximum, and
average degrees, and these are potentially useful metrics. In previous work (Dekker &
Colbert, 2004; Dekker, 2004a), we identified node connectivity as the best single robustness
metric for a network. The node connectivity of a network is the smallest number of nodes
whose removal disconnects the network, or equivalently, the smallest number of node-distinct
paths between any pair of nodes. Our CAVALIER tool includes a facility for calculating node
connectivity and other metrics.

The diameter of a network is the longest of all the shortest paths between pairs of nodes. It
provides a limit on the average distance, which is the average length of all shortest paths
between pairs of nodes. Networks with low diameter and average distance are desirable,
because traffic uses fewer links to get to its destination, and therefore places less load on the
network as a whole.

3. Scale-Free Networks

The concept of scale-free networks was introduced by Barabasi & Albert (1999), and scale-
free networks have attracted a great deal of interest (Bollobas, 2001; Albert & Barabasi, 2002;
Barabasi, 2002; Barabasi & Bonabeau, 2003; Bollobas & Riordan, 2003).
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Figure 1: A 2-Linked Scale-Free Network

Scale-free networks grow by a process of preferential attachment. In particular, a k-linked
scale-free graph grows by incrementally adding nodes, and connecting each new node by &
links to existing nodes (k must be at least 2 to guarantee connectivity). These new links are
preferentially connected to existing highly-connected “hub” nodes. In particular, the nodes
that the new links go to are chosen randomly with probability proportional to their degree (it
is possible for some or all of these links to go to the same node). Figures 1 and 2 show
randomly generated 2-linked and 4-linked networks respectively.

Figure 2: A 4-Linked Scale-Free Network

Bollobés (2001) has shown that such a randomly-generated scale-free network is almost
certainly connected, with very small diameter. Plotting the number of nodes of a given degree
against their degree on a log-log scale gives a straight line (Albert & Barabasi, 2002; Barabasi
& Bonabeau, 2003). Alternatively, plotting the rank of nodes (i.e. 1 for the node with highest
degree, 2 for the next node, and so on) against their degree also gives a straight line, and this
usually gives a clearer result for small networks. Figures 3 and 4 show these graphs for the
networks of Figures 1 and 2.
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Figure 3: Rank/Degree log-log Plot for 2-Linked Scale-Free Network

The straight line indicates that the rank of nodes is inversely proportional to some power of
their degree. Specifically, the rank of a node of degree d is proportional to @ '’. This means
that low-degree nodes are common, but high-degree “hub” nodes are exponentially more rare.

Scale-free networks have small diameter, and are resistant to random attacks, but are not
particularly robust against deliberate attack (Albert & Barabasi, 2002; Barabasi & Bonabeau,
2003; Bollobas & Riordan, 2003). This is confirmed by our simulation results in Section 6.
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Figure 4: Rank/Degree log-log Plot for 4-Linked Scale-Free Network

4. Scale-Free Networks and Critical Infrastructure

At a logical level, critical infrastructure networks can be scale-free. For example, at a TCP/IP
level the Internet is a scale-free network (Faloutsos ef al, 1999). This holds at both the domain
and router levels, and at both these levels there are “hubs” which have TCP/IP connections to
many other nodes.

However, at a physical level, critical infrastructure networks are not usually scale-free.
Hubs of high degree are not generally possible, since there is room for only so many railway
tracks, pipes, or cables to connect to a single spot. For example, Figure 5 shows a
communications network for the Qwest Internet service provider, redrawn from the Atlas Of
Cyberspaces (Dodge, 2004). In this network, 92% of the nodes have degree 2 or 3.
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Figure 5: Qwest Internet Backbone Network

The corresponding rank/degree plot in Figure 6 shows two long sequences of nodes. This
is similar to the plot in Figure 8 of the non-scale-free random network in Figure 7, where 57%
of the nodes have degree 4 or 5. The data points in Figures 6 and 8 do not fit a straight line as
they did in Figures 3 and 4.
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Figure 6: Rank/Degree log-log Plot for Qwest Internet Backbone Network

Figure 7: Random Network with Average Degree 5
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